DESC 384 Network Analysis Project
The purpose of the project is to provide the opportunity for you to thoroughly analyze and report on the detailed specifications of a current network configuration used by a real organization. The project is to be done in groups of four people. Each individual must submit a Confidential Peer Evaluation. Your individual grade for the group project will depend partially on your group grade, and also on how your peers evaluate you. So be a team player!

The project report should be at least 15 pages (single-spaced), and not more than 25 pages (not including any references or appendixes). It will describe the organization’s network in detail (e.g., circuits, hubs, routers). The report should include a detailed network diagram as well as text that describes the network hardware and software. The report should also discuss the organization’s future plans for the network (e.g., what growth or new technologies do they anticipate over the next five years). There is no class presentation required for the project—only a written report.
Well in advance of the project due date, you must submit a one-page project proposal briefly identifying what you will do for the project. Check the class schedule for the due date for this proposal. The outline for the proposal is given below.

The following pages give the outline for the written project. You are required to use all the first-level headings (e.g., “Detailed description of network”) and second-level headings (e.g., “Network map”) below. As much as possible, also use the third-level headings (e.g., “Geographic scope”), though you don’t have to, if they are not appropriate in your case. The text italicized in parentheses, are notes to guide you—they should not appear in your section headings.
Outline for project proposal
In one page only, provide the following information:

· Group members’ names

· Name and brief description (one paragraph maximum) of the organization and/or department whose network you will analyze for the project

· Brief description (one or two paragraphs) of the network you will be analyzing (kind of network—LAN/WLAN/backbone/MAN/WAN; general purpose of network; kinds of users; etc.) 
· Name of the authorizing person who has permitted you to analyze the organization’s network

· Name of network administrator who will answer your technical questions

Outline for written project report

Note: Everything should be single-spaced
Executive summary (10%) (No more than three pages)
Concise but complete summary of entire report

Justify your recommendations to management in detail (pp. 449-450)
Description of organization (5%)
The organization (This is the entire organization—its products/services, clients/customers, organizational structure, etc.)
The organizational unit (This is the specific unit whose network you are studying, e.g., a department or branch of the organization [of course, you could describe the network for the entire organization]. Describe its specific function within the larger organization.)
Purpose of network (brief explanation of why they need a network)
Detailed description of network (55%)
General description (Very brief summary of the entire network) (4%)
Network map (10%) (Show all major network devices and circuits. Should be detailed and complete picture must fit on one page.)
Description of current needs (10%) (pp. 439-444)
Geographic scope

Application systems

Network users

Categorized network needs

Technical details (15%) (pp. 444-447. Specific brand and model names are important! For the network layers, specific protocols are absolutely essential)
Clients and servers

Network devices and circuits

Application layers (Layers 5-7)
Internetwork layers (Layers 3 and 4)
Hardware layers (Layers 1 and 2)
Cost assessment (8%) (ask or estimate actual costs; pp. 448-450)
Circuits and network devices (switches, routers, etc.)
Computer hardware

Software (both application and network software)
Personnel (for ongoing maintenance)
Network Management (8%) (chapter 13)
Personnel (personnel and hierarchy of management function)
Network configuration, performance and fault management
End-user support

Cost management

Risk assessment (15%) (pp. 373-379 and Figure 11.5)
Assets (list and prioritize)
Threats (costs and probabilities)
Controls currently in place (comment on their adequacy)
Recommendations for upgrades (15%)
New or unmet needs, including security (Description of and justification for upgrades)
Technical specification for network upgrades (including security)
Cost estimate for upgrades

